White Paper

The Perfect Private / Hybrid Cloud

Abstract

A transformational shift in Information Technology is
under way. The rise of ‘on-demand’ or ‘as-a-Service’
hardware and software has I.T. organizations rethink-
ing how infrastructure is purchased and provisioned.
Computational commoditization has moved the power
from the vendor, long known for lock-in strategies,
back to the buyer.

This white paper sheds light on the transformation
that is taking place, identifies strategies to embrace
the transition and recommends an easy-to-implement
solution for those seeking the rewards.
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Faster, Better and Cheaper

GClFHAaGSNE o0Sich B iR ZOK &I LWIEKMI GNFY RAGAZ2Y It ONE
find an optimal targestate.L (i @4y rdreoccasion when one is able to satisfytaé qualities.
However, when an instance does occur, companies must rapidly prepare for the fundamental
shift thatlies ahead.lt is our belief that just such a shift is occurring in Information

Technology.

Faster

Cycle Time
Optimization

Cloud
Infrastructure

Better Cheaper

Thebenefits of cloud computingavebeenwidely promoted. As corporations move beyond

(Vo))

0KS SRdzOFGA2Y LKIFAS YR Ayl2 bdndtiddflieioBry > G KS@& QN.
demand, payper-dzi S Y2 RSt @ hy OS I OSNJI lchigledftie golalf 2 F WOf

quickly switches to being able to efficiently deal with the associated I.T. service requests related
to applications and infrastructure. This includes creating new developaashtest
environments as well as promoting environments intoguction. Although cloud

AYTFNI 40 NHOGdzNB o NRdzAK{G GKS GSOKYyAOlIt aztdziazy

problems.

Our experience tells us that the cloud infrastructure solution mustdraplementedwith
additional proces®riented intiatives, including

- aLdecd A | { SNBDAOS:E

- a4/ @0t S ¢ AYS-arcadchnegptiofthie £énihaous Delivery movement.

These concepts along with the trend of commoditized computation, virtualization and

marketplaces definé KS ySg NBIdZANBYSyda FT2N 6KS Wt SNFSOI
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The Three Foundational Shifts in Information Technology

Cloud Infrastructure

For decades, I.T. infrastructure has bgeaviding solutions talecouple software applicatian
from the hardware. Signdfant rewards were reaped fromainframe virtuakenvironments, the
Java virtual machine and hypervisors from VMware and otideoslern cloud computing
technology takes these advances to the next logical step.

Our goals remain the same; we want to: 1. Glegelopers and testers rapid acceesecure
reliablecomputing environments2. Efficiently manage our computational resoes (high
utilization); 3. Keep costs dow#; Avoid lockn scenarios. Cloud infrastructure must be able to
positively answer &bf these considerations.

EmbraceCommodity Computing

A coretenet of cloud computing is to useexpensive, commoditized infrastructure elements.
Practically speaking, this suggests the use ofdost X86 processors packaged in dense blade
environmentstypically running a variant of Linux (potentially Windows). Various strategies are
being embraced on the storage side, but again, most organizations are favoriog$bw
solutions over higkend storage area networks.

Avoiding vendor lockn

A corerequirement for modern cloud infrastructure is to embrace open standaogen APIs

and where appropriate, opensource.2 2 2F i Sy s $6SQ@S 4SSy 2NHIYAT |
virtualization and cloudollouts because they chose an expensive proprietaniytion that

prevented ost effective scal@ut. Existing proprietary virtualization solutions should be

embraced for their strengths while contained to those areas where commodity solat®ry” Q (i

suffice.

Hybrid Clouds & Marketplaces

By embracing commoditcompute and avoiding vendor locking, an organization is well

positioned tobridge theirown privatecompute environmentsvith external cloud providers. By
ONBIFGAY3I I WO2 YLIdKASY B yYIISNILINRLISF GBS\t F2NOS 02Y
external offerings, drivinglown costs while improving service levels.

Private clouds should be designed to integrate with extern:
clouds. The hybrid environment should leverage commodit
hardware & softvare to ensure a cost effectiseale out.
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Reduced Cycle Times

wlkLIAREf & LINRPGAAAZ2YAY T KINRgFINBE yR 2LISNI GAyYy3

~

a

NBIFffe AYLRNIFIYd adSLHO !t 4A Yl (aBdicdpabilitesd QNS (1 NB

the business in a timely and cost effectivamner. To achieve this, we must coordinate the
building, packaging, configuration and deployment of the application software with our target
cloud infrastructurepa feateasier said than done.

9a0GSSYSR Ldcd gAaArzyl NB al simejfom@eidifig$hditydwls OS y (i
need to make a change to having it in production is knowecyatetime and it a vital metric for

t

Fye LINR2SOGdeE ¢KS WLISNFSOG Of 2dzRQ Ydzad o6S LJdzN.

the computing environment, applicatienand configurations. The accepted practice of

VVVVV

WO2yAydz2dza AYyGSINIGA2YQ KlIa yR262RELBYRSRS GRS

Al WO2ylAydz2zdza RSt ADSNEQO®

Implement ContinuousDelivery

Moving an application from development to test, stagepooduction often causes problems
because of the dependencies on the new environment. For instance, the test version of the
application requires use of the test version of the database server. These configurations must
be decoupled from the applicationrmry.Core to reducing cycle times is proactive
management of thentire software environmentAutomated build processes must have
configuration information separated from the binaries and be centrally stored and versioned.
Ultimately, the desired state dhe application should be precisely modeled and digitized to
enable a zeralefect recreation of the environment.

Implement ContinuousDelivery on Cloud

These practices are true in a cloud or traditioeaVironment;however, in cloud they become
muchmdNBE SPARSYyGd /f2dzR Syl ofSa WLldzaK o6dzidz2yQ
potential to significantly reduce cycle timésowever, to significantlgffectthe cycle time,
practitionersmust take the next step of automating the build, configure and depleyt

processes.

To significantly affect the cycle time, practitioners must
automate the build, configure and deployment processes
their cloud environment.

Property of MomentumSI, All rights reserved. Copyright 20

K|



|.T. as a Service

Information technology has a reputation for not always delivering on its promises. For decades,
|.T. faced rapid changes in hardware and software systems forcing systems professionals to
spend their time mastering new programming languages, operatingegséad middleware. A

side effect of this was that not enough attention was being spent on I.T. processes and
achievingrepeatable, standardized methods for delivering solutions.

In response to the growing need for procea$pcus was put on th&ervicfication ofL,.TQ [ | NB S
enterprises were able to deconstruct the activities that they performed into repeatable

offerings. Depending on the size of the organization, hundreds, ifhmatsgands oboth manual

and automatedservicesvere identified the majaity of which would have no intersection with

cloud for years to come.

As a best practice, I.T. organizations are nhow encouraged to plan their cloud offerings as
WASNIBAOSAaQ YR (2 SyadzaNB (K| Earlyladopidrs oRcbydQi ONB |
O2YLMziAy3a 2FGSYy NHZAKSR (2 | Oft2dzR az2fdziAzy oé
solution was able to introduce users to the concepts of cloud computing, users were being

LJdza KSR (2 dzipbrtalt ¢ KB OK OK R BzR the 1A .\6énficés ofedngsa S 2 F

Services Are Directly Requested By Users

I O2NB GSySit 2F Of2dzR O2YLJMziAy3d Aa WaStFT aSND

selfservice but to not create yetanotherportal that I.T. usersnustvisit to request services.

Instead, we recommenatVeragnga unified I.T. seléervice storefronand cloud portal with a
GYSydz 2N OFGFft23 27F &S NHmeks claid daghedty far baibh @S & |
internal and external cloud services.

/| £2dZR hTTFSNIFEAESNNESNEDE Q!

Like any other service, cloud offerings should have a full support structure around them. Each
service should have owners, usage descriptions, costs, quality levels, troubleshooting processes,
roadmaps, etclmplement predefined policies texpedite cloud provisioning while diminishing

the need for exception path approvaldnvolve your users in the design of the servigéiseir

feedback is important because people instinctively support things that they helped to create.

The cloudsolution must fully embrace the k3s-a-Service
concept, not create a new silo.
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ThePerfectHybrid Cloud

The Endlo-End Solution

The perfect private / hybrid cloud must deliver on all three of the changing paradigms: I.T. as a
Service, Cloudutomation and Reduced Cycle Times. More importantly, it must deliver these
through an integrated environmerthat provides the right security and control in the right

places compounding the benefit.

The Solution

To achieve our target state, Momentun&ls selected several best-breed components and
brought them together under a united solution set.

m PRE-INTEGRATED = SECURITY SETUP m USER TRAINING

YV, 7
Momenfu mSI = EXTENSION POINTS = STANDARD IMAGES u BILLING & REPORTING
N/ 4

m BEST PRACTICES m AUTOMATION SCRIPTS = SYSTEMS MANAGEMENT
) S
sewscate) @ Path |-, (T
SERVICE CATALOG ~ RELEASE AUTOMATION XEN VMWARE CLUSTERS
@ —7,, Eucalyptus a
//' Systems ‘ @@ @@

CLOUD PLATFORM

..........................

DATACENTER @@

XEN VMWARE CLUSTERS :

--------------------------

INTERNAL PRIVATE CLOUD EXTERNAL PRIVATE CLOUD

In addition to the vendors identified in FiguPethe Perfect Private / Hybrid Cloud names a
number of additionaproductswhich we believe areategory leaders for this class of solution.
Combined, the solution satisfies our stringent criteria for a rgetteration enterprise grade
cloud solution.
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Private CloudHardware

The advantage of the private cloud is the ability to have full control theeenvironment

allowing you to tailor it. Factors affecting the design of the cloud include performance
considerations, security & compliance needs, computationally intensive workloads and storage
intensive workloadsThe disadvantage is the need to pay for the infrastructurdropt and

then to support and maintain the environment over its lildost organizations recognize that

this is the current state in their traditional data center environment and view the prichiud

as a stepping stone to hybrid and externally clpuadviders

Although the specific requirements for designing the private cloud will vary based on scenario,

FSONBE LINPGARAY3I FdzARIFYyOS o0l &SR 2y az2YSyldzy{LQ

/[t Qa TFTZNIdE NAR Bl G S _
az2YSyiddzy{L Aa NBO2YYSYyRAy3 GKS dza
private cloud en\,/ironmentsﬂ.\s Intel co}ntinues to release new V(,arsio,ns of the
/'t Qa AuQa KIFENR u2z2 YFE1S | auoluAoO
include:
1 64 bit achitecture

Low power consumption :
Use of their HypeiThreading Technology @
Use of theiHardware Virtual Machine (HVMechnology (\K) e
Large L3 cache N

=A =4 4 A

High Memory vs. High Computation

The common practice for profiling workloads is to distinguish betwtbese that need
significant memory (often for large caches) versus those thabperheavy computation as
these profiles are traditionally configured differéntFor high memory systemsgw
recommend dual socket quacbre processorsTypically these ar@ the Xeon 5500 seriesr
equivalent. For high computation systems, we recommend the X%€00 seriesn a dual
socket and 4 or 6ore configuratiors.

Memory Configuration for Private Clouds

For memory intensive nodes, we recommend@bgig of memorydepending significantly on
the applications). For computationally intensiwedes(and normemory intensive)8-16 gig is
recommended.
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Servers

C2NJ LINAGIF GS Of 2dzZR aSNWSNERI 6SQNB NBO2YYSyRAYy3
PowerEdge C Series rack servers. These systeins thig s -
LyadSt -S2ywnw ppnn YR pcnn i
guad-core and sixcore configurationsThe servers leverage
DDR3 DIMM allowing up to 144GBnoémory. The servers have been approved hypervisor
ddzLILI2 NI F2NJ 020K +*agl NBu YR /AGNAREKO®

Network Configuration

The Dell PowerEdge servers can implemented in a variety of 1/0O configurations, including GbE,
10GbE, Fibre Channel and Infiniband. Unless the enterprise standard dictates otherwise, we are
recommending the use of 10Gbf& switch shouldbe selected which matches this configuration
such as the Cisco Nexus 5000 Series.

A multipurpose network security device such as the Cisco ASA 5500 series is recommended to
fulfill firewall, intrusion detection, VPBlustering and load balancing needtistegrated Service
Routers should be sized according to t@pacityand performance needs of the cloud.

The network itself should be configured to creat¥laANoetween appropriate machines.
Assume high data transfe on this network, most likely requiring a 10GbE solution.

Individual clusters will have internal IP addresses but have the abiléypose multiple
externaladdressesNewly instanced machines may netedrequest a static IP address. In our
configuraion, the VLAN, security groups andalésignmentsre capability provided by
Eucalyptus solution.

Storage Configuration

The data services built on the cloud infrastructure will vary significantly in their needs. For this
reason, we recommendthree tiered storage strategjo optimize price/performanceand
recovery time objectivesTiers include: 1. High spe&forage Area NetworkSAN; 2. Network
Attached Storage (NARnd 3. Tape oequivalentinexpensive archival systei@ur design
intentionally precludes Direct Attached Storage (DAS) to avoid the temptation of durable data
being hostage to a singgerver thatmay fail. The intention is to keep all storage in a shared
area;this includes images and application data.

Vendors, prices and models will vary significantly based on the size and characteristics for the
target cloud environment.
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Hypervisors

Over the last several years, hypervisors have mdtaignificantly VMware,

Microsoft HyperV and Xerontinue to dominate the landscapdaturally, Xen is

most commonly found in Linux heavy shops while HyperV is primarily used for

virtualizing the Microsoft technologies. Historically, VMwdoeninatedin the enterprise xen
but has recently seen its marketskaslip as other hypervisors offer enterprggade

features as a cost competitive price. L'U

Most large companies already have a significant investment in one or more hypervisoruU
g2dd R FAYR AU0 OSNE O2aidfte (2 NdingiftheySanhd&ksSyY o !
a morecost effectively tiered hypervisor strate@®y tieringhypervisors based on business

criticality, organizations are able to save money by only using expensive hypervisors for business
critical applications and leveraginbeless expensive hypervisdos less critical needs (dev,

test, demo,etc ¢ 2 | OKAS@S (GKA&AXZ | WOf2dzR O2y G NBE f
over the various hypervisors and provides a single APl and proxy to the indritaél

machines. In this way, organizations can have the best of both worlds: a choice in hypervisors
GKAES YIAYOGFErAYAy3 | aAy3atsS WOANLdztf Of 2dzRQ 2 7F

Our recommendation foselecting &K & LISNIDA 42 NJ A a3 WA O RSLISYRaQo®
given to the appcation workloads, scale out costs and adoption in commercial cloud providers

la | N¥zS 2F GKdzYoz 6SQNB O2ylAydzAiy3a G2 NBO2Y

Microsoft and Citrix Xe®erve).

Operating Systems

Hypervisorenablethe execution of guest operating systems. Our customers typically uU
run RHELCentOSUbuntu or Windows Server 2003/2008 in either 32 or 64 bit versioru
Thedecision is made based on the needs of épplications thareside on the OS. U
Virtually all ofour customerssupport Windows as well as at least one flavor of Linux.

Regardlessf the operating system, organizations should settle on specific vendors ¢ (¥
versions. These decisions should matkesir ¢ | & Asfandardyr2 RIS f €ontaink |- |
all of the right patchesutilities, etc. The model should be declarative specification the
guides provisioningsecurityand system maintenanceMomentumsSl provides best
practices on the creation and maintenance of thedel

et
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CloudPlatform

Virtualizationtechnologies play a significant role in the private/ V/
hybrid cloud solutionHowever, their primaryole iSW& f | @ S (e
cloud platform. Just as virtualization solutions do a good job of :

abstracting avorkloadfrom a single computeiloud platform
solutions decouplevorkloadsfrom any one machine, storage

device or network. Eucalyptus

MomentumSiselectedEucalyptus to provide an enterprise grade cl@atform. Key factors
included:
1 Support for multiple hypervisors (Xen, VMware, KVM, etc.)

1 Use of Amazon AWAPI allows % party ecosystem tools to be use with Eucalyptus
1 Embracing open standards and open source, allowing customengtitgate vendor
lockin
f Extensive feature set (computisa-a SNIPA OS> . [ h. Qasx o6ft201 aidz2N

The Eucalyptus Solution

Eucalypus is an open source cloydiatform. The OSS project is backed by a commercial
company, Eucalyptus Systems, which provides paid support and extended features.
Fundamentally, Eucalyptus allows an organization (enterprise or hosting provider) to turn
traditional data center equipment into an infrastructues-a-service environment, similar in
nature to Amazon EC2.

In fact, Eucalyptus has modeled their £&&°be fully compatiblevith Amazonweb Services,
enabling their solution to leverage the vast set of Amatamis thathave emergedin addition,

their tooling and image formats allow for users to easily switch between delivering applications
from internal private clouds, to externally hosted Eucalyptissances or alternatively, directly

on the Amazon cloud.

Conceptual Architecture

The Eucalyptus system is divided into a number of modules enabling a highly scalable and
redundant architecture. The primary elements are:

Cloud Controller (CLC)

The CL@s responsible for exposing and managing the underlying virtualized resources (servers,
network, and storage) via a walkfined API (Amazon EC2) and a Wdebed user interface.

The CLC is responsible for querying the node managers for information &soutaes, making

high level schedulg decisions, and implementing them by making requestduster

controllers.
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Cluster Controller (CC)

TheC@ gather information about a set of VMs and schedules VM execution on specific NCs.
The CC also manage®thirtual instance network and patrticipates in the enforcement of SLAs
as directed by the CLC. All nodes served by a single CC must beamtheetwork domain

Node Controller (NC)

NQ@ éontrol the execution, inspection, and termination of VM instason the host where it

runs, fetches and cleans up local copies of instance images (the kernel, the root file system, and
the ram diskmage), andjueries and controls the system software on its node (host OS and the
hypervisor) in response to queries acdntrol requests from the cluster controller. The Node
controller is also responsible for the management of the virtual network endpoint.

Storage Controller (SC)

{ I ibplements blockaccessed network storage (eAymazon Elastic Block Storag&BS) ad

are capable of interfacing with various storage systems (NFS, iSCSI, etc.). An elastic block store
is a Linux block device that can be attached to a virtual machine but sends disk traffic across the
locally attached network to a remote storage locatidm EBS volume cannot be shared across
instances but does allowsnapshotio be created and stored in a central storage system such

as Walrus, the Eucalyptus storage service.

Walrus Object Storage
Walrus (put/get storage) allows users to store persistent data, organiz8Q@ Sy i dz f € &
consistenfbuckets and objects. It allows users to create, delete, list buckets, put, get, delete

~

objects, and set access control policies. Walrus is interface cdmpdt S A G K. ! YI' T 2y Q&

TheManagement Platform

The Management Platformprovides an interface to various Eucalyptus services and modules.
These features can include VM management, storage managenmsgigroup management,
accounting, monitoring and enfoement SLAscloudbursting, provisioninggtc. Note that this
functionality focuses on administrative functions, not user servidsgrfunctions are handled
via theselfservice storefront andesvicecatalog(see below for the section on newScale)

Clster Configurations

Virtual machines are managed by a Node Controller (NC) and are grouped together by a Cluster
Controller (CCEucalyptus allows the administrator to define the numbe¥Ms per server.

The number allocated will depend on the targetthaare and the profile of the wotkad

(heavy vs. lightbut will typically vary from 4€0. This number will be affected by the amount of
memory in the system, as physical memory is shared across the virtual instances.
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Logical& PhysicalArchitecture

The Private Cloud lives inside of your current data center actiagspecial purposelastic
computing resource. From a networking perspective, ghgate cloud is segmented into its
own subnet for security and traffic management purposes. The cloutheaxpanded by
adding cluster controllers or by increasing the number/size of the servers inside of cluster.

Customer
Metwork

Network
Routing & Eucalyptus Walrus
Security Cloud Storage
Controller Service
{J
ilabili Availabilit
Availability Eucalyptus 7 2 ¥ Eucalyptus Block
Zone 1l Cluster one Cluster Storage
Controller Controller Server
i .. | ... ||
Eucalyptus Eucalyptus ! !E ! ! ! !E Storage
Node MNode Array
Controllers Controllare I H ! ! I H

Within the clusters, Eucalyptus offers a VL#d¥wvork thatuses the Cluster Controller as a
router for all active/Ms in the cluster. Thieature can be used to create availability zones for
failover / disaster recovery scenarios.
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@® Path

Release Automation

Eucalyptus provides the software necessary to turn a traditional virtualization landscape into a
full-featuredOf 2 dzZR® | 2 g S @hSweibthe fuiestidd BfH@wfcCbast package the
software for deployment to the cloud. In our quest to reduce cycle times, enterprises must
prioritize the ability to package and deploy software to cloud environments.

MomentumSI selected rPath to provida anterprise gradeeleaseautomation solution. Key
factors included:

1 Powerful system and software modeling for driving accurate provisioning and updates

9 Bestin-class software packaging & dependency management

9 Ability to work across physical, virtualcdéoud environments

9 Version controlled hub for software distributiand change

The rPath Solution

rPath is a modetiriven and versioftontrolled solution for systerautomation. Basedn a
versionrrcontrolled repository, rPath acts as a software distribution Keigure 4.¥or controlled
reuse of application, OS, middleware and other system artifacts. From this hub, version
controlled system components can be reused (directly fréxat or by populatingthe
newScaleservice catalog) to construct new systems and business services that are consistent,
compliant and dependency complete. These business services are ready to deploy to any
LIK@AAOIf X GANIdz £ 2N Gjtd deBate petchArdllBacos y i | Y R
regenerate automatically and on demand.

~
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These centrally managed system components are integrated back through their software
supply chaim custom, commercial, and open source. As changes are made to these software
sources, they can be easily flowed through rPath and propagated across deployed systems and
business services. rPath automates four key functions for IT system deployment and
maintenance:

1. Automated generation of images for rapid deployment to physicabalior cloud targets
2. Automated updates and rollbacks

3. Compliance reporting and remediation

4. Controlled lifecycle promotion

rPath provides a unique moddtiven and versiortontrolled approach to release automation.
Modeldriven

Unlikescriptbased automation solutions, rPath deeply models the entire software stack as a
detailed manifest, providing a canonical description of all of the software, dependencies,
configurations, and policies relevant to a specific system.

rPath generates tis manifest via two automated functions that rPath performs natively:

(1) Dependency discovery/resolutiomPath automatically discovers and resolves the entire
dependency chain, ensuring that systems are complete and ready to deploy;

(2) Enforcement of Ipolicies rPath allows IT to define and enforce buiiche policies to
ensure conformance to corporate and regulatory standards and best practices.

This model becomes the basis for generating images for rapid provisioning and doedlict
system updates@oss any physical, virtual or clobdsed environment.

Versioncontrolled

rPath is the only vendor that offersfally versioncontrolled releaseautomation solution. rPath
isn't a source code control management (SCCM) system. Rather, it borrows frihaykey
principles from source code control, provididgepcontrol to management of deployed
software systems for managing scale and change.

With rPath, every system artifact is versioned:
T Application components

OS components

Middleware components

Polcies

Configurations

Installation Scripts

Manifests
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